JKCNOPT OTKPbLITOro Krro4a 351IeKTPOHHOM noanucu B hann

CMnocCosb 1
n3 CeonctB ob6o3peBaTens

Myck -> MNaHenb ynpaBneHus -> CeovicTBa o6o3peBarens
(nnn 3anyctuTte 6paysep Internet Explorer -> Cepsuc -> Ceonctea obo3peartens)

Cemeiman
a KoHTPOMS 38 PASPELIEHHSM AN @cﬂmﬁmmncrq

npocoTpa sef-cogepamee,

CepTbiraTes
CepTHMdueEaT MONONEIOTOR 0NA WbpOSaHHDIX

f  nonkmoueriAl 1 YOOCTOBEDEHUA NOAMNMHHOCTI.

BE04MBUSIECA AaHHLIE W NOACTABNRET
MOQXO0RUNE CTROKH,

Beb-xarans: v Baf-hparmeHTe

Bef-wanans u sab-bparneqTi MapameTpes

cogepramoe sef-CanTos, KOTOpOS
HIKHD MPOYMTATE € NOHOUWLED
Internet Explorer u Apyrux Nporpamm.

ook ][ omea ]|nomes |

Bbibepute Bknagky CogepxaHue, kHorka "CepTtudukatol”, Bknagka "JlnyHeie".



3anycTtutca "MacTtep nmnoprta ceptudunkaTos”.

B cnucke cepTnduKaToB HaMANTE HYXHbIN U OTMETbTE ero. Haxmmute kHonky "OkcnopT".

HaxmuTte kHonky “danee >”.



IKCAOPTHPOEBaHNE 3aKPLITOTO KNHUa
Ma*HO SKCNOPTHUPOSATE 38KPBITHIA KMOY BMECTE € CEPTUDMKETOM,

3EKPLITHIE KIOMWM SALLMLLEHE! NaponeM. Yol SKopTUPOBaTE 3aKPEITHIT KoY
BMECTE C CEPTMDMKSTOM, HyKHO OY0ET YKasaTh Napons.

K0P TUPOBATD 38KPbITHIN KoY BMECTe © cepTuduKaTom?
(") 3, 3KNOPTHPOBATS 33KPLITHIN KoY

HeT, HE IKCNOPTMPOBATL aKPEITHE KoY

e e e e e e

OTBeTbTE Ha BONPOCHI MacTepa:
- HeT. He akcnopTupoBaTth 3aKkpbITbIf KITHOY.

CepTmdwcaTs: MOrYT GaiTh INODTHPOBAHS B DASMHBIX GODMATAX.

BpiSepuTe hopHaT aina CEpTIDICETA:
@) Daitne X. 509 {CER) 8 xoguposse DER
a?ﬁmx.m EE?Jamm
(7} Crarnapt Cryplographic Message Syntax - ceprindvecars PKCS 27 (p7h)
[ | Brermornim N0 BOMOMHOCTH BB CEPTUEMKATE B MY T CEpTHENIALIM
Daiin obuera el IbopHaLER - PKCS 212 (.PFY)
[ Brrmorarte no somomeincTs Boe copridsaaTs & myTs cepTdwnaiye

| | ¥namnmTe 3aKpeIToE KA NOCNE PCNewHor s SnopTa

| | ZxonopTiposaTts Boe pacuMpENHnE (BORCTEA

KDEUBULE CEPHANE0BaHHE C=pTwdvaTos (L55T)

NMoapobeee o doprate dalings ceprisduaTos

- ®annel X.509 (.CER) B koguposke DER



HET AAEMEHTOR, YADLNETEOPEMLL YEAOBIALM NOWL.

1 |
——

Wuin daiing:  Cepridimar
Tun gaiine: fleoneee gaines K509 (".cer) & xoampoexe DER

- O630p. BbibepuTe nanky, kyaa Heo6X0AMMO COXpPaHUTb doans (B 3TOM OKHE BHU3Y yKaXuTe
xenaemoe nvsa ganna). CoxpaHuThb.

C:\Wsers e s \Desktop \Ceprudimsar 2013-2014.cer

- lanee. [oTOBO.



3asepwenne paboTtel macTepa ‘
sKcnopTa cepTudmnKaTor

PaboTa MaCTEpa MKMOPTa CEPTUMKATOR YINSLLHO
3ABEDIIEHE.

Bbini YKAZaHE! CNEQ YIOUIME NAPAMETDLL:

Wmm dalina C:\Users\ias s
SHCIOPT KR Het
Brue0unTL B MyTe BOE cepTduKkaTel Het

DopHAT daiinos ABoiraivie dai

B pesynbTaTe 3T1X 4ENCTBUIN B yKa3aHHOW BaMu nanke 6yaeTt co3gaH dhans oTKpbITOM YacTu
ceptudukaTa Irl.

OTOT (hann Bam HYXHO 3arpy3nTb B JIMYHbIN KabuHeT: Bknagka MNpodunb - CeptudumkaTsl -
kHonka "[obaBute ceptudpmkat”. BoibpaTb dhann ceptudmkata n Haxatb "3arpysmTb".



CMnocCob 2
u3 Kpuntollpo CSP

Myck -> MNaHenb ynpasnexus -> Kpuntollpo CSP

JononHKuTEnsHO I ANropUTMbI | BesonacHocTe | Winlogon
Obiupme l OfiopyaosaHne Cepsuc

|||E Kpuntolpo CSP Bepoua rapa CK3M: 3.6.5359 KC1
Bepasa npoaykTa: 3.6.6497

{C) Kpunrolpo, 2000-2009, BCE Npasa 3aLUMLLEHDI

Komnanua Kpunto-Tpo

MHOOPMELMA 0 NMUEH3MPOBaHMA NpoaykTos Kpunto-Ipo Teneps
AOCTYNHa Yepes ocHacTky MMC "KpunTolpo PKI™

KpunTallpo PKI
Asbirk
BeifepuTe A3LIK ANA 0TODPIKEHUA [<y”m ocTet .]

okoH CSP Balei y4eTHON 3anMon:

BeifepuTe f36IK ANA 0TOBPEKEHNA OKOH [Pl‘ﬂﬂqﬂ- .]
CSP nonb30BaTENEN, HE 3308BLWMX AZLIK —
(yMon4aH1e cucTeMol);

[ oK ] l OTtreHa ] | MpUMeHNTS |

Bbibepute Bknagky "Cepsuc", kHonka "lNMocMoTpeTb cepTudmkaTol B KOHTENHEPE".



CEEEDSR )

[NononHWTEnLHD AnraprTHbl I besonacHocTL I Winlogon l
Obwme ObopyaosaHie ] Cepsuc

KOHTEMHED 33KPEITOro Koy

3T MACTEPa NO3B0NAOT NPOTECTMPOBATL, CKONMPOBATL UAM
YaannTe KOHTEﬁHeFl 3aKpPbITOrD KNKo4Ya C HOCUMTENA.

[I’bmecr_umaam...q [ CKONMPOBATE. .. 1 f ¥aamre..,

CEPTHDMKSTE! B KOHTEMHEDE 3EKPLITOrD K43

3TOT MACTEP NOZEONAET NPOCMOTPETE CEPTMIMKETEI, HEXOAALLWECA
B KOHTEMHEPE 33KPBITOrO KADHA, M YCTEHOBUTE MX B XPaHUMLLE
cepTUDMKETOB.

[ MpocHoTpeTE CepTUdMKATHI B KOHTEMHEDE. .\ ]
JIYHBIA CEPTHMDIMKET
3TOT MACTEP NOZBONAET CBA3ETE CepTUdMKaT 13 daitna C
KOHTEHHEPOM 38KPBITOrD KNOYa, YCTEHOBME 3TOT CEPTHDMKET B
XPEHWIMLLE,

[ YCTEHOBUTE MNYHEIA CEPTUDMKET ..\

M&ponk 3EKPBITEIX KIKOYE

3T MECTEPa NOZBONAT MIMEHEHWMTE naponu (MMH-kogbl) 3aKpBITEIX
KMOYE MK yO&anMTb 38N0MHEHHBIE PEHEE NEponK,

L M3MEHUTE Napob. .. ] LYﬂ.EJ‘MTh FANOMHEHHEIE NAP0M. +, ]

OK ] [ OTmMeHa ] | MpMEHUTE |

B oTkpbiBLIEMCS OKHE no KHorke "O630p" BbIbepuTe KNto4eBOW KOHTENHEP, cepTUdukaTbl
KOTOPOro Bbl XOTUTE MOCMOTPETb.

' N
’:epTM(bMKaTbI B KOHTEIHEPE 3aKPLITOTO KIo4ay, _ u

KoHTelifiep 3aKpbITOro Karoua
BBeauTe Unm ykaxkuTe KOHTEMHED 3aKPbITOrO Krtova [ns npocMoTpa g

CepTUdUKaTOB B 9TOM KOHTENHEPE

Mms kroyeBoro koHTenHEpa ¢

BBeieHHOe UMsi 3a71aeT KIHoYeBOoil KOHTeHep' .
{aMonb3osatens
(") Komnbtotepa

Bbibepute CSP ans novcka KIoYeBbIX KOHTeNHepoB -

[Crypto-Pro GOST R 34,10 -2001 Cryptographic Service Provider v]

[anee > .| [ OTMmeHa I

B HebonbLlwom okHe Bbibopa kKoHTerHepa Bblbepute Tpebyembin cunTbiBaTeTh (PyTOKEH,
ETokeH, AnckoBoOA) 1 KOHTEMHEP 3aKPbITOro Krntoya Ha Hem. OK.
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Boibop KAKKYEE0r o KOHTEHHEPS
B cncke nokaseisaTe:
@ Jpy#ecTBeHHbIE MMEHa () YHUKANLHbIE MMEHS

CnucoK KNtoYessixX KOHTEﬁHElJOE NoNb30BaTENR:

CuMTbiBaTefb  MMa KOHTEHEDE

- - = e

B cnyyae Hanuumna panna oTKpbITOro Kroya B KOHTENHepe 3aKpbITOro Krikoya, cuctema
oToBpasnT OKHO ¢ nHopmauumn o HeM. Haxxmute kHonky "CBoncTtea”.

CeprwhuKaT ONA NpocMoTpa m
!| MpocMoTpUTe 1 BoibepuTe cepTudMKaT lg
CepTiudiKaT; W I Ut i
CybeexT! B R e L SR TR

MocTaswme:
OefcTenTensH o

OeficTenTEneH no:

CepMitHbIA HOMED:

Obzop...

[ <hasan || roroso | [ omesa |

B oTKpbIBLLEMCH OKHE CBOWCTB cepTudumkaTa nepentu Ha Bknagky "CoctaB" u HaxaTb KHOMKY
"KonupoBaTb B chann".

3anyctuteca "Mactep nmnopTa ceptudukaToB”.



i

MacTep skcnopra cepTuprKaTos

3TOT MACTEP NOMOrEET KONMPOBaTL CepTUdMKaTHI,
CIMCKN A0BEPUA M CTMCKM OT3bIBa CEPTHDMKETOB 13

XPAHWUNLLE CEPTUOMKET OB Ha NOKANEHLIA DWOK,

CepTUDMIKET, BelAaHHEIA LLEHTDOM CEPTUDMKALIAN,
ABNAETCA NOATBEDHACHNEN BAIIEN NMSHOCTH 1
coaepMT MHbopMaLo, HeobxoanMyo AN 3aWKTbI
OEHHBIX UK YCTEHOBNEHNS 3SILMLLEHHEIX CETEBLIX
NOAKMHOYEHMIA, XpaHUnuLLE CEpPTUMDMKATOE - 3TD
OEJ'IEC'I'h OACTEMBI, MPpEAHa3Ha4YeHHaA ANA XPaHeEHnA
cepTUdIKATOE,

[ns NpoaomKeHna HaskmuTe KHonky "danee”,

< Hazan (jl Aanee > ])[ Otena ]

OTBeTbTE Ha BONPOCHI MacTepa:

- HeT. He akcnopTupoBaTth 3aKpbITbIN KITHOY.

IKCNOPTHPOBAHWE 33KPEITOND KAKUA
MOKHO 3KCNOPTMPOBATE 3EKPEITHIA KDY BMECTE C CEPTUDMKATOM,

3aKPLITEIE KNKDYM SAWMILEHE! Napaned, HTobbl 3KINOPTUPOBATE 3aKPhITHIA KoY
BMECTE € CEPTUDMKATOM, HYHO BYABT YKa3aTh Napons.

SKCTMOPTMPOBATL 3aKPbLITHIN KoY BMECTE C cepTHUdMKaToM?
() 13, 3KCNOPTUPOBATE 38KPbITHIN KNKY
@ HeT, He 3KCNopTUPOBATE 3aKDBITHIA KoY

e L L L LT LL T L LT

MoapoBHee ob 3KMOPTE 38KDLITLIX KNKOYEH

[ <Hesan ][ manee> | [ omena |




- ®annbl X.509 (.CER) B kogmpoke DER

DOpMaT IKCTIOPTHPYEMOTC (aina
l CepTidmkaTs! MOryT BbiTh IKCNOPTUPOBaHS! B PasniuHbIX GopMaTax.

BeifepuTe dopmat daina ceptndmkara:

@ ®aiine X.509 (.CER) B xopmposke DER

FAanasiamn,

() CtanpapT Cryptographic Message Syntax - cepTmbukaTel PKCS £7 (p7b)
[ BxniounTs o 803MONHOCTM BCE CEpTUAMKATS! B MYTh CEpTUdUKALIMN

aiin ofimesa nuuHoi uHdopMaupell - PKCS £12 ((PFX)
[ ] BxniounTh No BOSMOXHOCTI BCE CEPTUDMKETE! B NMYTh CEDTHOMKALIM

[ ¥aanuTs 3aKpeiThit KoY NOCNE YOIEWHOro SKaIopTa
[] 3xcnopTyposaTe Bee pacumMpetHbie caolicTsa

XpaHUnMiLe CEpUanMs08aHHLIX cepTudukaTos ((55T)

MNonpobree o diopMaTte dENos cepTUdMKATOS

| <tasen |[ Aance> | [ omena |

- O630p. Bbibepute nanky, kyaa HeobxogmMmo coxpaHutb arin (B 3TOM OKHE BHU3Y YKaXnUTe
xenaemoe nva anna). CoxpaHuTb.

¥noprgounTe ¥ Hoeas nanka = - 0

I WsBpanroe Vima Aarta namererng Tun

Her snemeHToR, yAGENETEOPAIOLLIMK YCAODBHAM MOMCKE.
/4 BnBnuoTexn

& Oomawmas rpynna

1l Komnerotep

ﬁ Cemp

< |
&m daiina:  Ceprudnrar l

Tun daina: | dsowsmsie paiins X509 (*.cer) & kogupoexe DER

{[ Coparums | )| Owera I:

- danee. [oTORO.



Wma skcnoprupyemorc daitna
YKEHUTE MM 3KNopTHPYEMoro aing

Wmz daiina:
Ci\Users\Fe o \Desktop\CeptudmkaT . cer

| 3aBepuienne paboTel MacTepa
3KcnopTta cepTumKaTos

PaboTa MacTepa sKanopTa CEpTUDMKETOR YCELWHO
3aEepleHa.

Bbini yKa3aHe! Cned yHoWmMe NapaMeTpbl:

Wma daina C:\Users\io o |
SKCNOPT KNoYEi HeT

BRIKOYMTE B NYTh BCE CEpTUOMKETEI HeT

®opmaT dalinos Aeonuteie dal

B pesynbTarte aTUX AENCTBMI B yKazaHHOW Bamu nanke 6yaeT co3gaH ansn OTKPbITOM YacTu
ceptudukara 9.

OT0T hann Bam Hy>KHO 3arpy3uTb B NIMYHBLIN KabuHeT: Bknagka MNMpodune - Ceptudmkatsl -
kHomnka "[o6asuTb ceptndukaTt". BeibpaTe dpann ceptudumkata n Haxartb "3arpy3nts".



